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57 ABSTRACT

On-chip real-time moisture detection circuitry for monitoring
ingress of moisture into an integrated circuit chip during the
operational lifetime of the chip. The moisture detection cir-
cuitry includes one or more moisture-sensing units and a
common moisture monitor for monitoring the state of each
moisture-sensing units. The moisture monitor can be config-
ured to provided a real-time moisture-detected signal for
signaling that moisture ingress into the integrated circuit chip
has occurred.
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ON-CHIP REAL-TIME MOISTURE SENSOR
FOR AND METHOD OF DETECTING
MOISTURE INGRESS IN AN INTEGRATED
CIRCUIT CHIP

FIELD OF THE DISCLOSURE

[0001] The present disclosure generally relates to the field
of'moisture detection in an integrated circuit. In particular, the
present disclosure is directed to an on-chip real-time moisture
sensor for and method of detecting moisture ingress in an
integrated circuit chip.

BACKGROUND

[0002] The ingress of moisture into an integrated circuit
(IC) chip can have a negative impact on the performance and
reliability of circuitry aboard the chip. When moisture
ingresses into the active chip circuitry, both the performance
and reliability of IC chip significantly degrades. Severe mois-
ture penetration can cause significant failures in the operation
of the IC chip.

[0003] One method utilized today for detecting moisture in
integrated circuits is a gas detection operation, which is per-
formed during the manufacturing test and packaging stage of
the IC fabrication process. However, this gas detection opera-
tion uses off-chip mechanisms and, thus, it does not provide a
on-chip moisture detection scheme for the IC when it is
installed in a finished product and operating in the field.
During the lifetime of an IC chip, the package may crack
because of, for example, severe temperature changes and
other mechanical stress factors that can cause the chip mois-
ture seal to break. If the chip seal breaks, moisture ingression
into the chip may occur, which can result in IC chip malfunc-
tion and/or failure.

[0004] This may be especially true for large packaged inte-
grated circuits used in severe temperature environments, such
as IC chips for automobile, aircraft, and spacecraft applica-
tions. Additionally, because of advances in IC technology
there may be increased current leakage and increased inte-
gration density of the circuits and, thus, much heat may be
generated in an integrated circuit system. In particular, the
temperature of the IC package may be ramped from room
temperature to higher than 100° C. The large swing in tem-
perature may cause tiny cracks in the IC package and in the
die cover layer. These cracks may allow moisture invasion
that leads to degradation of the IC chip performance and
reliability.

SUMMARY OF THE DISCLOSURE

[0005] Inone embodiment an integrated circuit chip is pro-
vided. The chip includes functional circuitry; and moisture-
detecting circuitry that includes: a moisture-sensing unit for
generating a sense signal that varies as a function of moisture
within the moisture-sensing unit; and a moisture monitor in
electrical communication with the moisture-sensing unit, the
moisture monitor including: a memory for storing a first
value, the first value stored in the memory at a first time; and
a comparator for comparing a second value ofthe sense signal
to the first value, the second value being provided by the
moisture-sensing unit subsequent to the first value being
stored in the memory.

[0006] Inanother embodiment, an integrated circuit chip is
provided. The chip includes functional circuitry; and mois-
ture-detecting circuitry that includes: a plurality of moisture-
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sensing units spaced from one another; each of the plurality of
moisture-sensing units comprising a capacitor for generating
a corresponding sense signal that varies as a function of
moisture within that one of the plurality of moisture-sensing
units; and a moisture monitor in electrical communication
with each of the plurality of moisture-sensing units, the mois-
ture monitor including: a memory for storing a first value, the
first value stored in the memory at a first time; and a com-
parator for comparing a second value of each the correspond-
ing sense signal to the first value, ones of the second value
being provided by corresponding respective ones of the plu-
rality of moisture sensing units subsequent to the first value
being stored in the memory.

[0007] In a further embodiment, a method of detecting
ingress of moisture into an integrated circuit chip is provided.
The method includes storing a first value in a memory of the
integrated circuit chip; generating, aboard the integrated cir-
cuit chip, a sense signal as a function of moisture present in
the integrated circuit chip; comparing, aboard the integrated
circuit chip, a second value of the sense signal to the first
value; and if the second value is lower than the first value by
a predetermined amount, generating a warning.

BRIEF DESCRIPTION OF THE DRAWINGS

[0008] For the purpose of illustrating the invention, the
drawings show aspects of one or more embodiments of the
invention. However, it should be understood that the present
invention is not limited to the precise arrangements and
instrumentalities shown in the drawings, wherein:

[0009] FIG. 1 is a high-level schematic diagram of an
example of an integrated circuit chip that includes a plurality
of moisture-sensing units;

[0010] FIG. 2 is a schematic cross-sectional view, taken
along line A-A of FIG. 1, of an example capacitor array
formed among the metal layers of the integrated circuit chip
of FIG. 1 that is suitable for use in the moisture-sensing units
aboard the integrated circuit chip;

[0011] FIG. 3 is a cross-sectional view of another example
of a capacitor that is suitable for use in a moisture-sensing
units of an integrated circuit;

[0012] FIG. 4 is a schematic diagram of an example of
moisture-detecting circuitry for providing a residual lifetime
warning mechanism in an integrated circuit chip;

[0013] FIG.51is aschematic diagram of another example of
moisture-detecting circuitry for providing a residual lifetime
warning mechanism in an integrated circuit chip;

[0014] FIG. 6 is a schematic diagram of yet another
example of moisture-detecting circuitry for providing a
residual lifetime warning mechanism in an integrated circuit
chip; and

[0015] FIG. 7 is a schematic diagram of yet another
example of moisture-detecting circuitry for providing a
residual lifetime warning mechanism in an integrated circuit
chip.

DETAILED DESCRIPTION

[0016] Referring now to the drawings, FIG. 1 shows an
integrated circuit (IC) chip 100 that includes one or more
moisture-sensing units 104 and a moisture monitor 108 each
made in accordance with the present invention. As described
below in detail, moisture sensing units 104, in conjunction
with moisture monitor 108, can sense the ingress of moisture
into IC chip 100 and respond to the detection of moisture in a
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predetermined way, e.g., by providing a user of the IC chip or
product incorporating the IC chip with a warning or other
information concerning the detected moisture and/or provid-
ing information to other circuitry aboard IC chip that may
allow the other circuitry to take appropriate action, to name a
few. As those skilled in the art will appreciate, IC chip 100
may include, for example, a conventional silicon substrate
112, around the peripheral edge of which may be an edge seal
116. Edge seal 116 may be formed of an electrically conduc-
tive material, such as, but not limited to, aluminum, copper,
and alloys of these materials. Located within the boundary
defined by edge seal 116, IC chip 100 may include one or
more regions of active circuitry, such as, but not limited to, an
active circuit 120, an active circuit 124, memory 128, e.g.,
RAM, and input/output (1/O) circuitry 132. For reasons dis-
cussed below, if more than one moisture-sensing unit 104 is
provided, they may be installed in a distributed fashion within
the area of the active circuitry bounded by edge seal 116. For
example, one or more of a plurality of moisture-sensing units
104 may be installed around the peripheral edge of IC chip
100 in close proximity to edge seal 116 and one or more
others of the moisture-sensing units may be installed in the
gaps between regions of circuitries 120, 124, 128, 132, 108.
Of course, the arrangement of moisture sensing units 104
shown in FIG. 1 is merely exemplary. Many other arrange-
ments are possible, as those skilled in the art will certainly
appreciate.

[0017] Each moisture-sensing unit 104 may include an
active device that has at least one measurable electrical char-
acteristic that changes as a function of the moisture level of its
environment. In one example, each moisture-sensing unit 104
may include a low-k capacitor, such as, but not limited to a
metal-insulator-metal (MIM) capacitor, e.g., a copper/low-k
(Cu/low-k) capacitor, as shown in FIG. 2 as elements 200a-d,
and a low-k vertical natural capacitor (VNCAP), as shown as
element 300 in FIG. 3. Referring to FIG. 2, and also to FIG. 1,
an array 204 of low-k MIM capacitors 200a-d may be formed
among the metal layers, here metal layers 208, 212, 216, 220,
224,228, 232,236, of IC chip 100, to take advantage of these
layers, which are needed regardless of whether or not the IC
chip is provided with moisture-sensing circuit units 104 (FI1G.
1) and moisture monitor 108 (FIG. 1). In this example, MIM
capacitor 200a includes one charge plate 240 formed on first
metal layer 208 and another charge plate 244 formed on
second metal layer 212, with a quantity of low-k material 248
disposed therebetween. MIM capacitors 2005-d are formed
in a similar manner between, respectively, third and fourth
metal layers 216, 220, fifth and sixth metal layers 224, 228
and seventh and eighth metal layers 232, 236. Each of these
MIM capacitors 200a-d may form a corresponding respective
part of moisture-sensing units 104, as discussed in more detail
below. The example capacitor scheme of capacitor array 204
of FIG. 2 provides a vertical configuration of MIM capacitors
200a-d for monitoring moisture penetration along edge seal
116 (FIG. 1).

[0018] As mentioned above, in addition to utilizing MIM
capacitors, such as MIM capacitors 200a-d, one or more of
moisture-sensing units 104 (FIG. 1) may each include one or
more VNCAPs, such as VNCAP 300 of FIG. 3. Referring to
FIG. 3, VNCAP 300 may be formed among the back-end-of-
the-line metal layers, e.g., first through fourth metal layers
208, 212, 216, 220, at any region of these layers that is not
otherwise occupied by other structures, such as the wires (not
shown) on these layers. VNCAP may comprise a plurality of
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charge “plate” structures 304 that each include conductive
fingers 308 on corresponding respective metal layers 208,
212, 216, 220 and conductive vias 312 that electrically con-
nect together the fingers on adjacent layers. Not shown, but
present, are conductor strips on each metal layer 208, 212,
216, 220 that electrically connect like-polarity ones of charge
plate structures 304 together. The resulting structure is a
dual-comb structure in which opposite polarity charge plate
structures 304 are interdigitated with one another. Entire
VNCAP 300 is encased in a low-k material 316, such as a
low-k SiICOH, which has a dielectric constant (k) of about 3.0.
A benefit of using a VNCAP, such as VNCAP 300, is that it
can be placed in any “empty” space among the metal layers
without the need for any additional mask levels. This result in
arelatively low cost for implementing VNCAPs of moisture-
sensing units 104 and providing a 3D moisture detection for
all the metal levels.

[0019] A low-k capacitor, such as each of MIM capacitors
200a-d (FIG. 2) or VNCAP 300 (FIG. 3), may include a
dielectric film having a low dielectric constant (k) and is
sensitive to moisture. In particular, moisture has two effects
on a low-k capacitor. First, as moisture increases the effective
capacitor dielectric constant (k) increases due to the very high
dielectric constant of water and, thus, the capacitance
increases. Second, as moisture increases the leakage current
of the capacitor increases, which is equivalent to adding a
resistor in parallel to the capacitor and, thus, the real charging
current is reduced. Consequently, the capacitance of a low-k
capacitor typically changes as a function of moisture level as
indicated via a change in the stored voltage V¢ thereon, which
is measurable.

[0020] Referring again to FIG. 1, moisture monitor 108
may be configured to monitor the states of all moisture-
sensing units 104 aboard IC chip and generate a moisture-
warning or other moisture-detected signal when moisture
ingression is detected and reaches a certain predetermined
level as indicated via one or more of the moisture-sensing
units. A user of IC chip 100, the product into which the IC chip
is incorporated and/or other circuitry(ies) aboard the IC chip
itself may select any appropriate response to the moisture
warning from moisture monitor 108. Example responses to
the moisture detection signal of moisture monitor 108 may
include, but are not limited to, prompting data to be backed
up, prompting the operations of the active circuitry to cease
within a certain amount of time, providing the user a core
circuitry “risk of failure” assessment (e.g., 50% risk of fail-
ure), providing the user an estimated core circuitry “time to
failure” in order to determine certain operations to execute
according to the estimated time remaining, and any combi-
nations thereof. More details of example moisture-sensing
units and moisture monitors are described with reference to
FIGS. 4,5, 6,and 7.

[0021] FIG. 4 illustrates a schematic diagram of moisture-
detecting circuitry 400, which is an example of moisture-
detecting circuitry for providing a residual lifetime warning
mechanism in an IC chip (not shown) that may be the same as
or similar to IC chip depicted in FIG. 1. In this example,
moisture-detecting circuitry 400 provides a single level of
moisture warning. Moisture-detecting circuitry 400 may
include one or more moisture-sensing units 410 and a mois-
ture monitor 412 for monitoring the states of the one or more
moisture-sensing units 410. In one example, moisture-detect-
ing circuitry 400 may include moisture-sensing units 410-1
through 410-, as illustrated in FIG. 4.
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[0022] Each moisture-sensing unit 410 may include one or
more moisture sensitive elements, such as a low-k capacitor
C1, which may be, for example, a Cu/low-k MIM capacitor
(e.g., any one of MIM capacitors 200a-d of FIG. 2) or a low-k
VNCAP (e.g., VNCAP 300 of FIG. 3). Capacitor C1 may be
electrically connected between a voltage node Ve and ground.
Connected in parallel with capacitor C1 between voltage
node V¢ and ground may be a first switching device, such as
an n-type field-effect transistor (FET) N1. Two additional
switching devices, such as p-type FET P1 and a p-type FET
P2, are connected in series between a power supply, such as
Vdd or Vec, and voltage node Ve. Additionally, a transmis-
sion gate (TG) 414, which may be a pass transistor, is con-
nected to voltage node V¢ and is a control mechanism for
passing a V¢ sense signal 415, which reflects the voltage Vc
across capacitor C1 that varies as a function of moisture level,
to moisture monitor 412. Each moisture-sensing unit 410 may
include a plurality of control signals controlling the operation
and enabling the output thereof.

[0023] More particularly, FETs P1, P3 form a current mir-
ror. FET P1 may be controlled via a control signal 434 from
moisture monitor 412 and is the charging current source
device of moisture-sensing unit 410. FET P2 is controlled via
a control signal 416. When FET P2 is turned on, capacitor C1
is charged and a voltage, which is measurable, is developed at
voltage node Vc. A control signal 418 may be used to activate
TG 414, which allows the voltage at voltage node Ve (e.g., the
Ve sense signal 415) to be passed to moisture monitor 412.
FET N1 is controlled via a control signal 420. When FET N1
is turned on as a reset, capacitor C1 is discharged and the
voltage at voltage node Vc falls to about ground (about 0.0
volts). FET N1 and FET P2 are not turned on at the same time.
Each respective moisture-sensing unit 410 have a unique set
of control signals 416, 418, and 420, and each provide a
unique Ve sense signal 415 to moisture monitor 412 via each
respective TG 414. Control signals 416, 418, and 420 for each
moisture-sensing unit 410 are supplied by an internal or exter-
nal controller or processor (not shown) that is associated with
the IC chip upon which moisture-detecting circuitry 400 is
installed.

[0024] In this example, a core element of the moisture
sensor circuitry of each moisture-sensing unit 410 is low-k
capacitor C1. When capacitor C1 is charged by a current
pulse, the voltage on voltage node Ve across the capacitor C1
approximately equals (IXT)/C; where I is the charging cur-
rent, T is the pulse duration (e.g., provided at control signal
416 at FET P2), and C is the capacitance of capacitor C1. In
one example, the selections of I, T and C usually follows up
the formula of (IxT)/C=0.5Vdd to 0.75 Vdd. Moisture ingres-
sion increases the leakage paths and film polarization, which
results in an increased leakage current and film k-value that is
reflected by an increased capacitance value. When the mois-
ture penetrates into the IC chip, the voltage across capacitor
C1, here voltage Ve, may decrease because of the following
two factors: (1) as moisture increases, the effective capacitor
dielectric constant (k) increases and, thus, the capacitance
increases and (2) as moisture increases, the leakage current of
the capacitor increases, which is equivalent to adding a resis-
tor in parallel to the capacitor and, thus, the real charging
current is reduced.

[0025] Moisture monitor 412 may include a current source
circuit 430 that provides the control signal 434 that is com-
mon to all moisture-sensing units 410 of moisture-detecting
circuitry 400. Current source circuit 430 may be formed of a
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p-type FET P3 and a constant current source 432 that may be
connected in series between the power supply and ground.
Constant current source 432 supplies a constant current 10. In
one example, constant current source 432 may be a FET
device that is controlled to provide a constant current. FET P3
of current source circuit 430 and FET P1 of each moisture-
sensing unit 410 form a current mirror scheme that has a
current ratio of K for supplying a constant current as a func-
tion of current 10 to each moisture-sensing unit 410.

[0026] Moisture monitor 412 may further include an ana-
log-to-digital converter (A/D) 436. The input of A/D 436 may
be the V-1 through Ve-n sense signals 415 of the respective
moisture-sensing units 410-1 through 410-7, which are elec-
trically connected together, but only one of which is activated
at any given time. A control signal 438 is provided for sam-
pling A/D 436, which performs an analog-to-digital conver-
sion operation for receiving an analog input voltage and gen-
erating a digital equivalent thereof. The output of A/D 436
feeds an input of a TG 440 that is controlled via a control
signal 442. TG 440 may be, for example, a pass transistor. An
output of TG 440 feeds an input of an on-chip storage device,
such as a read only memory (ROM) 444. A set of control
signals 446 are provided to ROM 444 for providing address-
ing thereto and read control thereof. The storage capacity of
ROM 444 is at least suitable for storing a unique Vc value for
each moisture-sensing unit 410 within moisture-detecting
circuitry 400.

[0027] In one example, ROM 444 may be a TaN resistor-
based read only memory as described with reference to U.S.
patent application Ser. No. 11/161,332, entitled, “Phase-
change TaN resistor based triple-state/multi-state read only
memory.” Each moisture-sensing unit 410 is assigned an
address within ROM 444. In one example, when there are ten
moisture-sensing units 410 within moisture-detecting cir-
cuitry 400, ROM 444 contains at least ten unique storage
locations. Control signals 438, 442, 446 for moisture monitor
412 are supplied by an internal or external controller or pro-
cessor (not shown) that is associated with the integrated cir-
cuit upon which moisture-detecting circuitry 400 is installed.
[0028] ROM 444 supplies a digital output of one or more
bits to a digital-to-analog converter (D/A) 448, which per-
forms a digital-to-analog conversion operation for receiving a
digital input and generating an analog voltage equivalent
thereof. An output of D/A 448 feeds an input of a divider 450,
which may be voltage divider circuit for generating any user-
defined fraction of its input voltage. Divider 450 may provide
a divide ratio according to Monte Carlo simulation results to
set amargin in order to avoid false alarm. In one example, the
output of divider 450 may be 95% of its input voltage value
that is supplied by D/A 448. The combination of D/A 448 and
divider 450 provides a threshold voltage Vt to which the Ve-1
through Vc-n sense signals 415 of moisture-sensing units
410-1 through 410-7, respectively, are compared.

[0029] A comparator 452, which may be a standard analog
voltage comparator device, may be provided within moisture
monitor 412 for comparing the Ve-1 through Vc-n sense
signals 415 of moisture-sensing units 410-1 through 410-7,
respectively, to the threshold voltage Vt from divider 450. The
output of comparator 452 feeds a TG 452, which may be a
pass transistor, that provides a logic one or zero to an input of
a latch 456. Latch 456 may be a clocked latch for storing the
moisture warning status of moisture-detecting circuitry 400
and generating a moisture-detected signal 458. Latch 456
may be a single bit latch for reading one at a time the moisture
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warning status of each moisture-sensing unit 410. Alterna-
tively, latch 456 may be a multi-bit register for capturing the
moisture warning status of all moisture-sensing units 410,
which may be read in parallel, and wherein each bit corre-
sponds to a corresponding respective one of moisture-sensing
units 410. Latch 456 may be fed by a clock signal (not shown)
and reset signal (not shown).

[0030] The operation of moisture detecting circuitry, such
as moisture detecting circuitry 400, for detecting ingress of
moisture into an integrated circuit chip may be as follows. For
each moisture-sensing unit 410, at the beginning of a chip
power-up process and when the chip is dry and undamaged,
each FET N1 of each moisture-sensing unit 410 is turned on
via each respective signal 420 and capacitor C1 is discharged
and, thus, voltage node V¢ of each moisture-sensing unit 410
may be set to around ground (i.e., to around 0.0 volts). Addi-
tionally, all the bits of latch 456 may be reset to a state that is
defined as a “normal” state. For example, the moisture alarm
is not active when moisture-detected signal 458 of latch 456
is a high logic state. Subsequently, a pulse that has an accurate
pulse width of T is applied to the gate of each FET P2 of each
moisture-sensing unit 410 via each respective signal 416. In
doing so, each FET P2 of each moisture-sensing unit 410 is
turned on and each respective capacitor C1, which is the
moisture sensor, is charged with (Kxcurrent 10) for the time
period of T and each respective voltage node Vc is at a certain
voltage level. At the completion of this operation, each
capacitor C1 of each moisture-sensing unit 410 is in a charged
state and the voltage at each voltage node Vc reflects the
condition of each capacitor C1 in a dry and undamaged con-
dition, which may be a reference Vc value.

[0031] Subsequently, the V¢ value of capacitor C1 of each
moisture-sensing unit 410 is converted to the digital data by
the analog to digital converter A/D 436 and the digital data are
stored within ROM 444 as a reference Vc value for that
moisture-sensing unit when the IC chip is in a dry and undam-
aged condition (e.g., reference Vc value may be stored priorto
deploying the integrated circuit chip into in-situ operation). In
particular, the voltage value at Ve sense signal 415 of each
moisture-sensing unit 410 is stored one at a time within ROM
444. More specifically, TG 414 of the selected moisture-
sensing unit 410 may be turned on via its respective signal 418
and, thus, the Vc sense signal 415 of the selected moisture-
sensing unit 410 is presented at the input of A/D 436 of
moisture monitor 412. A trigger signal 438 may be applied to
A/D 436, which initiates the analog-to-digital conversion
operation and then the control signal 442 may be applied to
TG 440, which transmits the output of A/D 436 to ROM 444.
The output of A/D 436 is then stored in one location of ROM
444 that is defined by control signals 446 of ROM 444. The
data (e.g., corresponding to each V¢ sense signal 415) that is
stored in ROM 444 serves as a reference V¢ value for a later
moisture detection operation.

[0032] Forexample, ina periodic moisture detection opera-
tion (e.g., after the IC chip has been deployed into in-situ
operation), comparator 452 compares an actual real-time
voltage Ve (i.e., an actual V¢ voltage that may be a function of
moisture that is present in the IC chip) of a selected moisture-
sensing unit 410 to voltage Vt of divider 450, which is the
stored reference Vc value for the selected moisture-sensing
unit 410 minus a certain voltage margin. When the actual
voltage V¢ is higher than voltage Vt, the output of comparator
452 may be, for example, at a certain state, such as a logic
high, which may be the “normal” state. However, when volt-
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age Vc is lower than voltage Vt, the output of comparator 452
may be, for example, at a logic low. In both cases, TG 454
transmits the logic signal from comparator 452 to latch 456.
which reflects the moisture status of the given moisture-sens-
ing unit 410. In the case wherein the actual V¢ voltage of a
given moisture-sensing unit 410 falls below the voltage Vt at
comparator 452, moisture-detected signal 458 of latch 456
may be set to a logic low, in effect generating a moisture
alarm. The bits of latch 456 correspond to the respective
moisture-sensing unit 410 that are installed at different loca-
tions of the chip. The time difference from the initial use of the
integrated circuit in the field to when a moisture alarm is
detected at moisture-detected signal 458 of latch 456 may
indicate the moisture ingression speed. As seen, moisture-
detecting circuitry 400 provides a single level of moisture
warning that is based on an analog comparison of one or more
actual voltage Vc values to a single threshold voltage Vt.
However, in other embodiments, moisture-detecting circuitry
may be configured to provide multiple levels of moisture
warning, as exemplified in FIG. 5.

[0033] FIG. 5 illustrates moisture-detecting circuitry 500
that is another example of moisture-detecting circuitry for
providing a residual lifetime warning mechanism in an inte-
grated circuit chip. However, in this example moisture-de-
tecting circuitry 500 provides multiple levels of moisture
warning. Moisture-detecting circuitry 500 may include one
or more moisture-sensing units 510 and a moisture monitor
512 for monitoring the states of the one or more moisture-
sensing units 510. In one example, moisture-detecting cir-
cuitry 500 may include moisture-sensing units 510-1 through
510-p, as illustrated in FIG. 5.

[0034] The one or more moisture-sensing units 510 of FIG.
5 may be substantially the same as the one or more moisture-
sensing units 410 of moisture-detecting circuitry 400 of FIG.
4, wherein each includes a moisture sensing element, such as
a capacitor C2, and generates a Vc sense signal 515 that is
provided to moisture monitor 512 for monitoring the mois-
ture-sensing units for the sensing of moisture. A current
source circuit 530, an A/D 536, a TG 540, a ROM 544, and a
D/A 548 of moisture monitor 512 may be the same as or
similar to, respectively, current source circuit 430, A/D 436,
TG 440, ROM 444, and D/A 448 of moisture monitor 412 of
FIG. 4. However, and differing from divider 450 of moisture-
detecting circuitry 400 that provides a single threshold volt-
age, moisture-detecting circuitry 500 may include a divider
550 that provides multiple fractions of its input voltage (the
stored Vc reference voltage from ROM 544 via D/A 548) for
providing multiple threshold voltages to which a selected Ve
sense signal 515 may be compared. In one example, divider
550 provides three fractions of the selected V¢ reference
voltage, by which each value has a unique significance as to
the presence of moisture in a corresponding IC chip (not
shown). For example, a voltage Vt1 may be 97% of the
selected Ve reference voltage and may correspond to a lowest
level moisture warning, a voltage V2 may be 95% of the
selected Ve reference voltage and may correspond to a mod-
erate level moisture warning, and a voltage Vt3 may be 93%
of'the selected V¢ reference voltage and may correspond to a
highest level moisture warning.

[0035] Voltage Vtl may feed a corresponding comparator
552, voltage V12 may feed a corresponding comparator 562,
and voltage Vt3 may feed a corresponding comparator 572.
Comparators 552,562, and 572 are also fed by the selected Vc
sense signal 515, as shown in FIG. 5. Additionally, compara-
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tors 554, 564, and 574 feed a TG 554, 564, and 574, respec-
tively, that feed a latch 556, 566, and 576, respectively, that
generate a moisture-detected signal 558, 568, 578, respec-
tively. In one example, when moisture-detected signal 558 is
active a lowest level moisture alarm may be present, when
moisture-detected signal 568 is active a moderate level mois-
ture alarm may be present, and when moisture-detected signal
578 is active a highest level moisture alarm may be present.
Each comparator 554, 564, and 574 may be substantially the
same as comparator 452 of moisture-detecting circuitry 400
of FIG. 4. Each TG 554, 564, and 574 may be substantially the
same as TG 454 of moisture-detecting circuitry 400 of FI1G. 4.
Each latch 556, 566, and 576 may be substantially the same as
latch 456 of moisture-detecting circuitry 400 of FIG. 4.

[0036] The operation of moisture-detecting circuitry 500 of
FIG. 5 is substantially the same as that of moisture-detecting
circuitry 400 of FIG. 4, except for the generation of multiple
warning levels to which multiple and/or different responses
may occur. In particular, an initial set of reference V¢ values
are stored in ROM 544 to which the actual V¢ values (e.g., via
Ve sense signals 515) of moisture-sensing units 510-1
through 510-» are compared in a later moisture detection
operation. Example responsive actions to the multiple warn-
ing levels may be included, but are not limited to, ignoring
moisture ingression, starting an on-chip heater (not shown) or
other preventive methods to stop or remove moisture, trans-
mitting the alarm signal, stopping the chip operation, and any
combinations thereof. While moisture-detecting circuitries
400, 500 of FIGS. 4 and 5, respectively, utilize analog cir-
cuitry for performing the reference Ve to actual Vc compare
operation, other embodiments moisture-detecting circuitry of
the present disclosure may utilize digital circuitry for per-
forming the compare operation. Examples of digital-com-
parison-based moisture-detecting circuitry are described
below in connection with FIGS. 6 and 7.

[0037] FIG. 6 shows moisture-detecting circuitry 600,
which is yet another example of moisture-detecting circuitry
for providing a residual lifetime warning mechanism in an IC
chip (not shown). In particular, moisture-detecting circuitry
600 provides multiple levels of moisture warning and utilizes
digital circuitry for performing the compare operation. Mois-
ture-detecting circuitry 600 may include one or more mois-
ture-sensing units 610 and a moisture monitor 612 for moni-
toring the states of the one or more moisture-sensing units
610. In one example, moisture-detecting circuitry 600 may
include moisture-sensing units 610-1 through 610-z, as
shown in FIG. 6.

[0038] The one or more moisture-sensing units 610 of FIG.
6 may be substantially the same as the one or more moisture-
sensing units 410 of moisture-detecting circuitry 400 of FIG.
4, wherein each include a moisture sensing element, such as
a capacitor C3, and generates a Vc sense signal 615 that is
provided to moisture monitor 612. A current source circuit
630, an A/D 636, a TG 640, and a ROM 644 of moisture
monitor 612 may be the same as or similar to, respectively,
current source circuit 430, A/D 436, TG 440, and ROM 444 of
moisture monitor 412 of moisture-detecting circuitry 400 of
FIG. 4. However, moisture monitor 612 may further include a
digital comparator 648 instead of an analog compare circuit.
Digital comparator 648 may be, for example, a conventional
A/B comparator device, wherein the A/B inputs may be one or
more bits in width. Digital comparator 648 feeds one or more
status latches, such as a latch 656, 666, and 678 that generate
a moisture-detected signal 658, 668, and 678, respectively. In
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one example, when moisture-detected signal 658 is active a
lowest level moisture alarm may be present, when moisture-
detected signal 668 is active a moderate level moisture alarm
may be present, and when moisture-detected signal 678 is
active a highest level moisture alarm may be present.

[0039] The operation of moisture-detecting circuitry 600 of
FIG. 6 is substantially the same as that of moisture-detecting
circuitry 400 of FIG. 4 except for performing a digital com-
pare operation instead of an analog compare operation. In
particular, an initial set of reference Vc values are stored in
ROM 644 to which the actual Ve values (e.g., via V¢ sense
signals 615) of moisture-sensing units 610-1 through 610-»
are compared in a later moisture detection operation. More
specifically, the output of ROM 644 feeds a first input (e.g., an
A input) of digital comparator 648 and the output of A/D 636,
which is the digital value of the selected Ve sense signal 615,
feeds a second input (e.g., a B input) of digital comparator
648. An output of digital comparator 648 reflects whether the
B input is greater or less than the A input, which is the
reference Ve from ROM 644, by a predetermined amount and
may trigger one or more latches 656, 666, 678 depending on
the level of moisture present, as digital comparator 648 may
provide multiple threshold comparison. The multiple thresh-
olds in digital comparator 648 may be based on the following
digital operations: (1) the right shift of a digital number means
divided by 2, and (2) a full add operation between different
bits of a digital number may generate different percentage
numbers from the original. For example, if input A is a 4-bit
digital number (b3 b2 b1 b0), input A may be (b3 b2 bl. b0)
is A/2; input A may be (b3 b2. b1 b0) is A/4; and input A may
be (b3 b2 bl. b0+b3 b2. bl b0) is 3/4*A.

[0040] FIG. 7 shows another moisture-detecting circuitry
700, which is yet another example of moisture-detecting cir-
cuitry for providing a residual lifetime warning mechanism in
an integrated circuit chip. Moisture-detecting circuitry 700
utilizes a moisture-sensing unit (which may be any one of
moisture-sensing units 710-1 through 710-» depending on
their layout) located at or near the geometric center of the IC
chip (not show) to provide a reference Vc voltage instead of a
set of stored reference V¢ values for each respective moisture-
sensing unit.

[0041] The one or more moisture-sensing units 710 of FIG.
7 may be substantially the same as the one or more moisture-
sensing units 410 of moisture-detecting circuitry 400 of FIG.
4, wherein each includes a moisture sensing element, such as
capacitor C4, and generates a Vc sense signal 715 that is
connected to a moisture monitor 712, which may include a
current source circuit 730 that is the same as or similar to
current source circuit 430 of moisture monitor 412 of mois-
ture-detecting circuitry 400 of FIG. 4.

[0042] Moisture monitor 712 of FIG. 7 may further include
an A/D for each V¢ sense signal 715-1 through 715-», respec-
tively. In one example, moisture monitor 712 may include
A/Ds 736-1 through 736-n, having sample signals 738-1
through 738-7. Moisture monitor 712 may include a reference
A/D, such as a reference (REF) A/D 732 that has a sample
signal 734. Each A/D 736 and REF A/D 732 may be substan-
tially the same as A/D 436 of moisture monitor 412 of mois-
ture-detecting circuitry 400 of FIG. 4. The input of REF A/D
732 may be any predetermined one of the V¢ sense signals
715-1 through 715-z. In one example, the input of REF A/D
732 may be the V¢ sense signal 715 of the center-most mois-
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ture-sensing unit 710 of the corresponding IC chip, which
may be determined upon completion of the physical layout of
the IC chip.

[0043] The respective outputs of A/Ds 736-1 through 736-»
feed a set of respective inputs IN-1 through IN-n of a digital
comparator 740 and the output of REF A/D 732 feeds aninput
IN-REF of digital comparator 740. Each digital value at
inputs IN-1 through IN-n is compared to input IN-REF of
digital comparator 740. A set of outputs 1 through n of digital
comparator 740 feed a set of latches 744-1 through 744-n,
respectively. Each latch 744 may be substantially the same as
latch 456 of moisture monitor 412 of moisture-detecting cir-
cuitry 400 of FIG. 4.

[0044] The operation of moisture-detecting circuitry 700
may be similar to the moisture-detecting circuitry that is
described in FIGS. 4, 5, and 6, wherein the moisture sensing
element, such as capacitor C4, of each moisture-sensing unit
710-1 through 710-» may be charged at the same time. When
the charge is completed, A/Ds 736-1 through 736-% read the
voltage Ve across the capacitors C4 via Ve sense signals 715
and the digital outputs of A/Ds 736-1 through 736-n are
compared to the digital data of REF A/D 732, which may be
the data ofthe center-most moisture-sensing unit 710 of an IC
chip, at digital comparator 740. The comparison results are
transmitted from digital comparator 740 to latches 744-1
through 744-», which may be monitored for a moisture alarm
status, as described in FIGS. 4, 5, and 6.

[0045] Exemplary embodiments have been disclosed above
and illustrated in the accompanying drawings. It will be
understood by those skilled in the art that various changes,
omissions and additions may be made to that which is spe-
cifically disclosed herein without departing from the spirit
and scope of the present invention.

What is claimed is:

1. An integrated circuit chip, comprising:

functional circuitry; and

moisture-detecting circuitry that includes:

amoisture-sensing unit for generating a sense signal that
varies as a function of moisture within said moisture-
sensing unit; and
a moisture monitor in electrical communication with
said moisture-sensing unit, said moisture monitor
including:
a memory for storing a first value, said first value
stored in said memory at a first time; and
a comparator for comparing a second value of said
sense signal to said first value, said second value
being provided by said moisture-sensing unit sub-
sequent to said first value being stored in said
memory.

2. The integrated circuit chip of claim 1, further comprising
a plurality of metal layers, said capacitor being a metal-
insulator-metal capacitor formed among said plurality of
metal layers for generating said sense signal.

3. The integrated circuit chip of claim 1, further comprising
a semiconductor substrate, said capacitor being a vertical
natural capacitor formed in said semiconductor substrate for
generating said sense signal.

4. The integrated circuit chip of claim 1, wherein said first
value is a value of said sense signal at a first time and said
second value of said sense signal is acquired at a second time
later than said first time.

5. The integrated circuit chip of claim 4, wherein said first
time corresponds to a time when the integrated circuit chip is
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first powered up and said second time occurs after the inte-
grated circuit chip has been deployed into in-situ operation.

6. The integrated circuit chip of claim 1, wherein said
comparator is a digital comparator.

7. The integrated circuit chip of claim 1, wherein said
comparator is an analog comparator.

8. The integrated circuit chip of claim 1, wherein moisture-
detecting circuitry is configured to provide multiple levels of
warning corresponding respectively to multiple levels of
moisture in the moisture-sensing unit.

9. The integrated circuit chip of claim 1, wherein said
moisture-detecting circuitry includes a plurality of moisture-
sensing units distributed at differing locations and different
metal levels on the integrated circuit chip, each of said plu-
rality of moisture-sensing units generating a corresponding
respective sense signal.

10. The integrated circuit chip of claim 9, wherein each of
said plurality of moisture-sensing units is in electrical com-
munication with said moisture monitor.

11. The integrated circuit chip of claim 9, further compris-
ing a plurality of metal layers, each of at least some of said
plurality of moisture-sensing units comprising a metal-insu-
lator-metal capacitor formed among said plurality of metal
layers for generating said corresponding respective sense sig-
nal.

12. The integrated circuit chip of claim 9, further compris-
ing a semiconductor substrate, each of at least some of said
plurality of moisture-sensing units comprising a vertical
natural capacitor formed in said semiconductor substrate for
generating said corresponding respective sense signal.

13. The integrated circuit chip of claim 9, wherein the
integrated circuit chip has a peripheral edge and a center
spaced from the peripheral edge, at least one of said plurality
of moisture-sensing units being located proximate the center
and others of said plurality of moisture-sensing units being
located proximate the peripheral edge, said first value being
obtained from said at least one of said plurality of moisture-
sensing units located proximate the center of the integrated
circuit chip.

14. The integrated circuit of claim 9, wherein said mois-
ture-detecting circuitry is operatively configured to provide a
residual lifetime warning as a function of a plurality of said
corresponding respective sense signals.

15. An integrated circuit chip, comprising:

functional circuitry; and

moisture-detecting circuitry that includes:

a plurality of moisture-sensing units spaced from one
another; each of said plurality of moisture-sensing
units comprising a capacitor for generating a corre-
sponding sense signal that varies as a function of
moisture within that one of said plurality of moisture-
sensing units; and

a moisture monitor in electrical communication with
each of said plurality of moisture-sensing units, said
moisture monitor including:

a memory for storing a first value, said first value
stored in said memory at a first time; and

a comparator for comparing a second value of each
said corresponding sense signal to said first value,
ones of said second value being provided by corre-
sponding respective ones of said plurality of mois-
ture sensing units subsequent to said first value
being stored in said memory.



US 2008/0191716 Al

16. The integrated circuit chip of claim 15, wherein the
integrated circuit chip has a peripheral edge and a center
spaced from the peripheral edge, at least one of said plurality
of moisture-sensing units being located proximate the center
and others of said plurality of moisture-sensing units being
located proximate the peripheral edge, said first value being
obtained from said at least one of said plurality of moisture-
sensing units located proximate the center of the integrated
circuit chip.

17. The integrated circuit of claim 15, wherein said mois-
ture-detecting circuitry is operatively configured to provide a
residual lifetime warning as a function of a plurality of said
corresponding respective sense signals

18. A method of detecting ingress of moisture into an
integrated circuit chip, comprising:

storing a first value in a memory of the integrated circuit

chip;
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generating, aboard the integrated circuit chip, a sense sig-
nal as a function of moisture present in the integrated
circuit chip;

comparing, aboard the integrated circuit chip, a second

value of said sense signal to said first value; and

if said second value is lower than said first value by a

predetermined amount, generating a warning.

19. The method of claim 18, wherein the step of generating
said sense signal comprises generating said sense signal as a
function of a charge stored on a capacitor.

20. The method of claim 18, wherein the step of storing
said first value is performed prior to deploying the integrated
circuit chip into in-situ operation and the step of generating
said sense signal is performed after the integrated circuit chip
has been deployed into in-situ operation.
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